NPAUC-NTUCT A0 «KUBEPVCTIbITAHVE

HanMeHoOBaHue

KOHCanTuHr no
GopMynMpoBaHUIO
HenonycTMMOro cobbiTus

[lpoBeaeHne aygmta u
pa3paboka nporpamMmbl
KOHKPETHOro
KnéepucnbiTaHus

[lpenBapuTenbHoe
CKaHMpoBaHMe BHELWHero
nepuMeTpa KOMMNaHuu

Pa3smMelleHne nporpamMmbl
Ha nnowaake bug bounty

Acnonb3oBaHue
aHanMTU4YeCKou
nnaTpopMbl ANda co3gaHud
OTYeTOB

[lpuBneyeHmne aKcnepToB
M3 9KCNEPTHOro COBETa

[lpuBneyeHue
OONONHUTENbHbIX KOMaHA

BbiBOO 0ONONMHUTENbHbDbIX
HepnonyCcTUMbIX COBbITUM

CTtpaxoBaHue

[lpoBeneHue
KnéepmucnbiTaHUAa B
"3aKpbITOM™ pexume, C

MCMoNIb30BaHUEM “KpaCHOM

KHOMKU"

[lpoBegeHue UToroBoro
3acefjaHnsa OKCnepTHOro
coBeTa oddpnauH, B
Knéepaoome, c
npurnaweHneM 3aka3ymka
M neTanbHbiM pa36bopom
npolweguwero
KnéepucnbiTaHus
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EaMHMUa uamMepeHuns

3a 1 HepgonycTnmMoe

cobblTme

Tyac

1 npoekT

1 Mecsau,

1 oTveT

1 akcnepT / pa3bop

1 KOMaHOa

1HOBOE HC

1 HepgonycTumMoe
cobbiTne

1 ncnblTaHme

1 ncnblTaHne

LieHbl yKa3aHbl
6e3 HOC

LleHa 3a eauHULY

500000 P

48 000 P

100000 P

100000 P

150 000 P

150 000 P

1300 000 P

500000 F

1000000 #

1500000 #

500000 P

OnucaHue

YUYaCTHMKM SKCNEPTHOIO COBETA MNOrpy>XaeTCH B NPOLLECChI
KOMMaHWK, NMOMOraeT onpenennTb 1 KOPPEKTHO CHPOPMYIMPOBaTL
HeLOoNyCTUMble COBbITVUA Ha OCHOBE METO40/TIOM MYECKUX
pekoMeHgaunm MMHLM@pPblI M COBCTBEHHOM 3KCNEPTUIbI

OnumoHanbHo! I'Npn HEOB6XOAMMOCTU SKCNEPT U3 HaLleN KOMNaHUK
MOXET MNPOBECTU ayanT U COCTaBUTb N1aH NpoBedeHNd
KnbepucnbiTaHMa Nog KoY

CKaHVpoBaHWE MHPPaCTPYKTYPbl KOMMNaHUMM-3aKa3urka B popMaTe
blackbox, aHanns nHpopmaLmm o 3akasumke Ha aHaerpayHaHbIX
PopyMax, NpoBepKa Ha cofepKaHne YY4EeTHbIX AaHHbIX B yTEYKax.
[TpoBoanTca cunamm napTHepoB AO "KnbepucnbiTaHne"

[Ty6nukauma Ha cneumanm3npoBaHHOW OOBEPEHHOM nowanke
(nnaTdopmMe barbayHTK), Yepes KOTOPYIO MPONCXOANT 3alUMLLEHHOE
B3aMMOOENCTBKE C UccnegoBaTensamm

DopMKrpoBaHME NTOFOBO OTYETa Mo UTOraM KnbepucnblTaHU4,
KOTOPbIN COOEPXUT B cebe:

- UHPOPMALLMIO N3 OTYETOB UCCNefoBaTENEN, KaK peanm3oBaBLUNX
HeOonyCTUMOE CObbITME, TaK M HE OBKMBLUMXCA 3HAUNTENbHbIX
YCrexoB

- 0borauleHHble AaHHble U3 aHanNMTU4YeCcKon NnaTeopMbl NO
OTpacnaM 1M HegonyCTUMbIM COBbITUAM

- pekoMeHgauUmMy OT NpeacTaBUTENEN SKCNEPTHOro COBETa No
BbICTPaMBaHMIO Pe3yNbTaTUBHOM KMBepbe30onacHOCTU U
NMOBbILLEHNIO KNBEPYCTONYNBOCTM

[TpyBNeYeHre aKCNepTHOro CoBEeTa C LLenbio obecneyeHns
NPO3PayHOCTV M JOCTOBEPHOCTU Xoda KnbepucnoiTaHUS B
COOTBETCTBUWM C NPUHATON METOLONIOMMEN Ha BCEX €ro 3Tanax:
3arycke, npyeme OoTYEeTOB M MNOArOTOBKE 3aK/TIOUEHUS

[apaHTMpOBaHHOE NpuBNeYeHmne npopeccroHanbHoM RedTeam-
KOMaHbl K y4acTuio B KnbepucnblTaHUKY ONF YBENUYEHNSA
KONMYeCTBa KOHTPONMPYEMbIX aTak Ha MHPPACTPYKTYPY 3akasumka 1
NMOBbILLEHNA YPOBHA COCTOATENBHOCTU KnbepucnbiTaH1

CornacoBaHve 1 nyonmkaumsa ononHUTENbHbIX HEOOMYCTUMbIX
COBbITUN, KOTOPbIE HE BbiNN 3aaBNeHbl paHee, A4 NoBblEeHNA
MHTEepeca nccnenoBaTenem n ypoBHs JOCTOBEPHOCTM
KnéepucnblTaHNM

CTpaxoBaHue OT KWbepUHLUMOEHTOB Ha OCHOBE NMPUCBOEHHOIO B
paMkax KnbepucnbiTaHna CQ (OLLeHKM 3alMLEHHOCTM) B paMKax
yCnyr napTHEpPOB

[lpoBeneHne nccnenoBaHUa MHPPaCTPYKTYPbl 3aKa3uymKka
MCKITIOUNTENBHO C BUPTYanbHOro paboyero MecTa, orpaH1n4yeHHbIM
KpYromM uccrnenoBaTenem.

[1o Npocbbe 3aka3unka NnaTthopMa MOXET HE3aMeANNTENBHO
MPMOCTAHOBUTbL AOCTYMN UCCNeaoBaTenem K npoBeaeHMIo
MCCNneaoBaHNsa Yepes BUpTyarnbHoe pabodee MecTo

[lpoBeaeHMe NTOroBOro 3aceaHna OKCrNepTHOro CoBeTa B
Knéepaome, C npurnawieHnmeM npeacraBmTenen 1 aetanbHbIM
pPa3bopoM npollealero KnbepucnbiTaHUS

[lepenava 3akntoyeHna o cocToaBLLeMca KnbepucnbiTaHuy,
NPUCBOEHME OLLEeHKM 3alumileHHocTH (CQ), ecriv OHO NMPOLLIO
yYCMNeLWwHOo

[na nonyyeHna puHanbHOro pacyeta Heo6xoaMMo GopMMUpoBaHME U
3anofnHeHue aHKeTbl, fanee. MeHeaXXep caenaet KoMMepyeckoe npeanoxeHme
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